
Cyber Security

In Action



Who is
CoCre8?



CoCre8 Corporate Video



We provide innovative solutions from the edge 

to the core to the cloud as a key enabler for 

Digital Transformation.

Through our eco-system of Global alliance partnerships, customers can realise cost savings by lowering their technology cost of ownership 

and increase their return on investment.

Our solutions are underpinned by the best in class service offerings from architecture, implementation to after sales support.



Why choose CoCre8

Customer

Range of Services

We provide:

- Architecture Services 

- Professional Services

- Managed Services

- Remote Monitoring

- Transport Solutions

CoCre8 can augment Customer 

skills from Design to Run phase 

by providing these services

Architecture Services 

- DC & Cloud  

- Big Data & SAP

- Storage & Data 

Protection 

- Network & Security   

Services Architect

CoCre8 can augment Customer 

skills by providing a range of 

Architecture Services

Not many OEMs invest in services

Relationships / Enablement 

and Focus on Key Clients

- People sell to people

- We build strong relationships

- We have many longstanding 

relationships

- Trusted Advisors

Trusted advisor that can 

assist on individual 

Customer journeys

Product Reliability

Robust range of products

-100% uptime for RES (RSSC) 

Fujitsu Hardware

- DEL on Fujitsu hardware for over 

13 years

Builds trust with End 

Customers due to  increased 

availability and less downtime

Flexible, Innovative 

Solutions

Edge

Core

Cloud

Can realise cost savings by: 

- Competitive pricing  

- Low technology cost

- Increasing ROI

B-BBEE

Level 1 Broad-Based Black 

Economic Empowerment 

(B-BBEE)

Offers benefits to Customers

-Spend less but claim more

-Own BEE level is + affected 

-Claim towards their procurement 

spend



▪ CoCre8 carries responsibility for all
English speaking countries plus the two   
Portuguese language countries.

▪ CoCre8 provides a single central interface for 
supply and support into your African operations.

▪ Coverage outside of South Africa is provided 
through an established partner network which 
already supports numerous Blue Chip customers to 
strict SLA’s.

Presence in Africa
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What is Driving the Digital Business of the Future?

WHAT WORKED 

IN THE PAST 

IS NOT GOOD ENOUGH 

FOR THE FUTURE

THIS IS A SEISMIC SHIFT

IT’S NOT JUST ABOUT BEST PRACTICE, 

IT’S ABOUT NEXT PRACTICE

ARE YOU READY 

FOR DIGITAL 

DISRUPTION?

WE WANT OUR 

CUSTOMERS TO BE 

BETTER THAN THEY 

ARE TODAY TO TAKE 

ON THE FUTURE

IT’S NOT GOOD ENOUGH 

BECAUSE OF VUCA

VOLATILITY

UNCERTAINTY

AMBIGUITY

COMPLEXITY

REGULATORY

MACRO EVENTS

DECLINING ROE

DEREGULATION

COMPETITIVE INFLUENCES

CUSTOMER DEMANDS

CEO OR EXEC 

CHANGES

GLOBALISATION

TECHNOLOGY 

ADVANCES
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What is Digital Transformation
Process/approach of optimizing a business to achieve specific outcomes utilizing technology 

Examples of Digital Transformation outcomes:

Increase 

organizational 

profitability
Improved 

efficiency

Enhanced 

competitiveness

Improved 

customer 

experience
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Cloud Native Strategy
Cloud is not just a replacement for your datacenter!

1990-2005 2005-2015 2015-Future

Fastest

Microservices

Cont.Integration/ Cont.Delivery

Kubernetes

Private, Public, Multi-Cloud

Diverse including raw

Distributed, Data Fabric

Medium

3/N-Tier

Agile

Virtual Machines

Private Cloud

Structured, semi-struct.

Centralized Data Lake

Slow

Monolithic

Waterfall

Bare Metal

Data Center

Structured, processed

Centralized Data Warehouse

Time to new capabilities

Application Architecture

SW Dev Methodology

Deployment & Packaging

Application Infrastructure

Data Types

Data Infrastructure

“Traditional” “Virtualized” “Cloud”Design Pattern



CoCre8 Cloud Strategy

On-Prem and Private Cloud

CoCre8 Hybrid-Cloud Services

Hyper-Scaler Cloud

Hyper- Scaler Cloud
Enabling Hyper-Scaler migrations and   
application Dev/Test offerings via Strategic 
partnerships. Enabling cost efficiencies and 
optimization.

On-Premise
Datacentre modernization, enabled via direct 
OEM Alliance partnerships. 
Built by CoCre8 sales & services
Delivered via extensive Channel Partners

o Infrastructure as a Service
o Licensing as a Service
o Platform as a Service
o Data Protection
o Operational Efficiencies Management

o Hybrid-Cloud Data Healthcare
o SAP HANA
o SAP RISE
o Business Application
o Cyber Security

Private Cloud
Deliver Infrastructure, Platform and 
Licensing as a Service through 
independent Private Cloud Hosting 
Partners



Holding Mercury

A reality check



Mercury: Swings and Roundabouts

Legislation
Resource
Shortage 

Shift to
• Mobile
• IOT
• Vehicle

Ransomware/
Specialisation

Politicisation
State sponsorship

Shift to 
Cloud

AI
Cybersecurity

MFA

The triumph 
of 

indifference



Mercury: Asset Management

Assumptions:

The organisation sees information security as an asset management stakeholder

The CISO has sight of, and participates in the process of procurement, disposition and retiring of assets

The organisation has centralised control

The organisation has consistent asset management procedures

Everybody in the organisation adheres to the procedures



Mercury: Complexity

Design and quality contributes to the 
effectiveness of security TO A POINT, 
following which they are overwhelmed by 
complexity

The same is true of management: 
uncontrolled management data diminishes 
the quality of security management. 
Discrimination is key, and the CISO 
determines what to measure

For now, at least, security requires EQ, 
vigilance and energy



Remediation: same old same old

https://owasp.org/www-project-top-ten/ https://outpost24.com/blog/Top-vulnerability-trends-and-how-to-fix-them

Average days to patch systems

Infosec often remains a bolt-on, in every sense of the phrase
CISO inclination affects approach
Complexity / federation / politics

Budgets
BRAIN.A 

discovered 
in 1986 Still getting it wrong, after 36 years



Outcomes

•You will never be risk free. You already have events, incidents and probable 
breaches

•There is a reasonable likelihood that the cause of the breach will be outside 
of your control

•There is almost zero likelihood that you will be able to identify or take action 
against the attacker

•A serious breach is the gift that keeps on giving. It will consume your time. It 
is an auditor’s dream. It funds forensic investigators, lawyers and media 
relations. It will cripple you for weeks, or months. It will place you under the 
microscope within the company. It will detract you from securing the 
organisation



How do you hold Mercury? Anecdotally
We need best practise. We need technology. We need standards and policies. We need frameworks.

…but…

Beware 
of the 
CISO 

outlier

Use 
tech, 
don’t 

leave it 
on the 
shelf

Monitor. 
Every. 
Day.

Internal 
intelligence 

is as 
important 
as external

Attack is 
the best 
defence

Policies 
come at an 
opportunity 

cost



Cybercrimes Act
‘‘person’’ means a natural or a juristic 

person

2. (1) Any person who unlawfully and 
intentionally performs an act in respect 
of—
(a)   a computer system; or
(b)   a computer data storage medium,
which places the person who 
performed the act or any other person 
in a position to commit an offence 
contemplated in subsection (2), section 
3(1), 5(1) or 6(1), is guilty of an offence.

Activity Fine Imprisonment

Access < 5 years

Interception < 10 years

Unauthorised use or 
possession

< 15 years

Interference < 10 years

Password acquisition , 
provision, use

< 10 years

Cyber fraud, and 
uttering

Criminal Procedure Act

Theft (incorporeal) Criminal Procedure Act

Malicious 
communications

< 3 years

Cyber incitement < 3 years

Sharing of intimate 
images

< 3 years

Conspiring or inciting < 3 years



Thank You

email anthony@priviso.co.za

website priviso.co.za

phone 071 862 1136



&

STEPHAN GILLILAND



What is Absolute?

Absolute is a cloud-based endpoint security and management Software as a Service which allows 

you to track, manage and protect your hardware estate on and off your corporate domain.  Embedded 

in the firmware of 25 leading device manufacturers, Absolute provides always-connected visibility & 

control & makes the security posture of your estate resilient, withstanding attacks and returning your 

assets to an original state of safety & efficacy. 

What is Absolute?



How does 

persistence 

work?



How does Persistence work?

Thanks to our OEM partnerships, 
the Persistence module is 

integrated into the firmware of 
desktops, laptops and tablets.  
Every device leaves the factory 
with persistence in place, ready 

to be activated, or already active, 
depending on customer 

requirements.

If the Persistence module detects 
that the agent has been 

intentionally or accidentally 
deleted, the persistence module 
heals the Windows agent, even if 

the firmware is flashed, a new 
Windows operating system is 
loaded, the hard disk drive is 

swapped or the machine is reset 
to factory settings.

The Windows agent is installed 
on client devices.  This agent 

gathers hardware and software 
data points and provides the 

tools and information necessary 
to manage and secure remote 

endpoints.



Key benefits of Absolute                                        

▪ Activated at factory level before the device arrives

▪ During the lifecycle, the device will; report in when internet access 

is available, over 300 data fields are collected

▪ At end of life; Automatically de-provision Absolute and disable 

persistence.

▪ * Cradle to Grave monitoring

ASSET INTELLIGENCE
▪ Help pass a security audit.

▪ Help keep information safe and protected:

▪ Sensitive data
▪ Device Protected
▪ Device Encrypted
▪ Device Tracked
▪ Security Apps Health
▪ Devices Patched

Continuous Compliance

▪ Communication with on or OFF-DOMAIN devices

▪ Information that gets pulled: Last known IP, Last User, Location, 

Security posture

▪ Actions: Requested device freeze with message to contact IT

▪ If theft is suspected:

▪ Identify sensitive data on remote device
▪ Request remote wipe
▪ Crypto-wipe for encrypted devices
▪ Contact Absolute investigations team to attempt recovery of devices

Endpoint Security



Asset 

Intelligence



ASSET INTELLIGENCE                                     

ASSET INTELLIGENCE
DEVICE ACCOUNTABILITY

Who’s using the 
devices?

Where are  
devices  
located?

What’s on the 
devices?

How often are 
devices used?

What’s changed 
on the devices?



Continuous 

Compliance



Continuous Compliance                                         

Sensitive 
Data?

Devices 
Protected?

Devices 
Encrypted?

Devices 
Tracked?

Security Apps 
Healthy?

Devices 
Patched?

Ready for a security audit?



Absolute

Ransomware

Response



Absolute Ransomware Response
Check your 

strategic 
ransomware 

readiness

Establish a 
cyber hygiene 

baseline across 
endpoints

Provide remote 
assistance in your 
endpoint recovery 

efforts

Expedite 
recovery tasks



Endpoint 

Security



When a critical event occurs…

Device Under Corporate Control
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Encryption: 

OK
AV: OK

Applications:  

Healthy 
Alerts: Configured 



When a critical event occurs…
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Continued Visibility via Absolute

Is the Anti-Virus installed and up to date?Who is using the device?Has the HDD been removed?
Has the OS been replaced?

Where is it?

Is the device encrypted?



This device is LOST OR STOLEN

and has been frozen!

Please contact us immediately!

EMAIL:

Stephan.Gilliland@cocre8.com



Remote Data Delete or Crypto-Wipe



Feature 

Matrix



ABSOLUTE PRODUCT LEVELS

▪ ABSOLUTE VISIBILITY (Standard) gives you visibility into your entire

hardware inventory whether the device is on or off your corporate network, 

with reports on hundreds of different software and hardware data points.

▪ ABSOLUTE CONTROL (Professional) adds control and security

functionality allowing the administrator to secure devices and protect the 

company from risk and data breaches.

▪ ABSOLUTE RESILIENCE (Premium) offers advanced management and 

security tools to effectively eliminate dark endpoints, protect against loss of 

sensitive data, and find and recover lost and stolen devices.

✓All levels of Absolute available through CoCre8 as a managed security and 

inventory service.  Volume discounts provided.





Vulnerability

& 

Pentesting



Vulnerability asse. vs Pentesting

Vulnerability Assessment:

A vulnerability scan is an automated, high-level 

test that looks for and reports potential 

vulnerabilities.

Penetration testing:

A penetration test is a detailed hands-on 

examination by a real person that tries to detect 

and exploit weaknesses in your system.



Vulnerability asse. Can provide False Positives



Ransomware 

Attacks





Ransomware facts

162%
00:00:11

~R18 to R25mil

21 days



Providing companies with external threat intelligence and protection for the assets they own. 

Powered by powerful Advanced Artificial Intelligence (AI) technology.



This AI solution understands 
your

environment, finds 
weaknesses,

replicates, and makes
recommendations to fix.



Working from the outside and the 
inside.

Fortitude will test
applications, networks, geographical 

locations, processes,
and even people to determine 

resiliency to withstand a
cyber-attack. 

The intuitive AI technology moves to 
test how easily it all can be penetrated.

Once penetrated, your business is
given a solid list of recommendations 

for the fix.



What Fortitude offers
• 24/7 threat detection
• Report on demand
• Daily, weekly, monthly
• Continued Technology Compliance
• 360-degree view Ethical Hacker profile

• Single Audit
• Base line access point investigation
• Generate one report
• 180-degree view hacker profile

What other service provides offers



Fortitude Service

Vulnerability scan, exploit discovery and providing solutions.

This is a comprehensive solution:

• Find potential issues and threats 

• Alert 

• Remediation

A complete solution to test the strength of your organisation's digital footprint and its security.





Reporting





E-Commerce test result                                    



Thank
you


